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Sogenannte „Dark Patterns“ erschweren das 
selbstbestimmte Handeln
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• Software: virtuelle Assistenten, Bildanalyse 
und -bearbeitung, Suchmaschinen, Sprach- 
und Gesichtserkennungssysteme, 
Objekterkennung

• Empfehlungs- und Entscheidungsalgorithmen

• "Eingebettete" KI: Roboter, autonome Pkw, 
Drohnen

• Anwendungen des "Internets der Dinge"

• Generative KI



Objektaffordanz und „nicht-intendierte“ 
Effekte und Nutzungsweisen

• Allgemeine nicht-intendierte Effekte: Bias & „Fehler“

Affordanztheorie (Gibson); Aufforderungscharakter (Koffka)



Bing Image Creator
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Objektaffordanz und „nicht-intendierte“ 
Effekte und Nutzungsweisen

• Allgemeine nicht-intendierte Effekte: Bias & „Fehler“
• „hacken“
• Jailbreaking
• Adversariale Attacken

• Andersherum: Specification Gaming

Die Systeme bieten immer auch Handlungsmöglichkeiten an, die nicht in der 
Vermarktungslogik, aber der Natur der Sache liegen 
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James Bridle
https://www.deutschlandfunkkultur.de/kuenstler-james-bridle-in-berlin-wie-man-ein-100.html 
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Ian Goodfellow et al. (2017): Attacking Machine Learning with Adversarial Attacks
https://openai.com/blog/adversarial-example-research/



Athalye, Anish; et al.  (2017): Synthesizing Robust Adversarial Examples
Online verfügbar unter http://arxiv.org/pdf/1707.07397v3

http://arxiv.org/pdf/1707.07397v3


Eykholt, Kevin et al. (2017): Robust Physical-World Attacks on Deep Learning Models
Online verfügbar unter http://arxiv.org/pdf/1707.08945v5
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Yakura, Hiromu & Jun Sakuma (2019): Robust Audio Adversarial Example for a Physical Attack
https://arxiv.org/pdf/1810.11793.pdf 
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https://gist.github.com/coolaj86/6f4f7b30129b0251f61fa7baaa881516 https://adversa.ai/blog/universal-llm-jailbreak-chatgpt-gpt-4-bard-bing-anthropic-and-beyond/















https://docs.google.com/spreadsheets/d/e/2PACX-1vRPiprOaC3HsCf5Tuum8bRfzYUiKLRqJmbOoC-32JorNdfyTiRRsR7Ea5eWtvsWzuxo8bjOxCG84dAg/pub
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KI ist „seltsam“ Menschen sind seltsam  

Rafner et al. (2021): Deskilling, Upskilling, and Reskilling: a Case for Hybrid Intelligence
https://www.researchgate.net/publication/358889124_Deskilling_Upskilling_and_Reskilling_a_Case_for_Hybrid_Intelligence#fullTextFileContent



• Gute Gründe dafür finden, warum aus der Menge möglicher Handlungen nur bestimmte ausgeführt 
werden sollen

Welche Technik sollten wir wie entwickeln?
Die vorgestellten Praktiken helfen dabei, einzuschätzen, welche nicht-intendierten Effekte 

Technikeinsatz auch hat





Luciano Floridi (2023): On Good and Evil, the Mistaken Idea That Technology is Ever Neutral
http://dx.doi.org/10.2139/ssrn.4551487
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keywords 
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privacy protection x x x x x x x x x x x x x x x x x 17

accountability x x x x x x x x x x x x x x x x x 17

fairness, non-discrimination, justice x x x x x x x x x x x x x x x x x 17

transparency, openness x x x x x x x x x x x x x x x 15

safety, cybersecurity x x x x x x x x x x x x x x x 15

common good, sustainability, well-being x x x x x x x x x x x x x x x 15

human oversight, control, auditing x x x x x x x x x x x x 12

explainability, interpretabiliy x x x x x x x x x x 10

solidarity, inclusion, social cohesion x x x x x x x x x x 10

science-policy link x x x x x x x x x x 10

legislative framework, legal status of AI systems x x x x x x x x x 9

responsible/intensified research funding x x x x x x x x 8

public awareness, education about AI and its risks x x x x x x x x 8

future of employment x x x x x x x x 8

dual-use problem, military, AI arms race x x x x x x x 7

field-specific deliberations (health, military, mobility etc.) x x x x x x x 7

human autonomy x x x x x x x 7

diversity in the field of AI x x x x x x 6

certification for AI products x x x x 4

cultural differences in the ethically aligned design of AI 
systems

x x 2

protection of whistleblowers x x 2

hidden costs (labeling, clickwork, contend moderation, 
energy, resources)

x 1

notes on technical implementations
yes, but very 

few
none none none yes none none none none none none none none none none none none none none none none

proportion of women among authors (f/m) (8/10) (2/3) ns ns (5/21) (5/8) ns (4/2) (3/1) (6/4) (1/12) (8/10) ns
varies in 

each chapter
varies in 

each chapter
ns ns ns ns (1/2) ns (46/73)

length (number of words) 16546 22787 766 3249 34017 8609 646 11530 18273 25759 1359 4754 441 40915 108.092 2272 75 417 882 4488 1481

affiliation (government, industry, science) government government
science/
gov./ind.

government science science science science science science science science non-profit industry industry industry industry industry industry industry industry

number of ethical aspects 9 12 13 12 8 14 12 13 9 12 5 11 4 14 18 9 6 6 6 6 8

Hagendorff, T. (2016): The Ethics of AI Ethics. An Evaluation of Guidelines
https://doi.org/10.1007/s11023-020-09517-8 

Fjeld et al. (2020): Principled AI: Mapping Consensus in Ethical and Rights-Based Approaches to Principles for AI
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3518482 

https://doi.org/10.1007/s11023-020-09517-8
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Jobin et al. (2019): The global landscape of AI ethics guidelines
https://www.nature.com/articles/s42256-019-0088-2 
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VDI Richtlinie 3780: Technikbewertung. Begriffe und Grundlagen



VDE e.V. (2022): VCIO based description of systems for AI trustworthiness characterisation
https://www.vde.com/resource/blob/2177870/a24b13db01773747e6b7bba4ce20ea60/vde-spec-90012-v1-0--en--data.pdfhttps://www.nature.com/articles/s42256-019-0088-2 

AI Ethics Impact Group: VCIO Modell
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Philosophie: 
Staunen und Enttäuschung
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